Amendments to the Claims 




1 . (Currently ^mended) A method for authenticating digital data in a system for writing 
digital data entered from an input device to a memory device and transferring the digital data 
written in the memory device to a receiving device, said method comprising the steps of: 

performing a first device authentication between the input device and the memory device 
when writing digital data from the input device to the memor y device and transferring th e digital 
data from th e m e mory to the r e ceiving d e vice, authenticating devices b e tw ee n the input d e vic e 
and th e m e mory and between the memory and the r e c e iving device respectiv e ly ; and 

performing a second device authentication between the memory device and the receiving 

device when transferring tne digital data from the memory device to the receiving device 

when writing digital data to th e m e mory, in th e cas e of impl e m e nting on th e digital data 

an el e ctronic signatur e by a on e way hash function and also r e ading from th e m e mory and 
transf e rring th e digital data, fflocrypting th e impl e m e nt e d e l e ctronic signatur e so as to transfer th e 
digital data aft e r e nsuring that it has not b ee n chang e d sinc e it was record e d . 



2. (Currently amended) Tne method of claim 1 comprising the step of: 

mixing data for auth e nticating devic e s performing device authentication into the digital 
data te-be-written from said inpm device to said memory device and the digital data to be 
transferred from said memory device to said receiving device. 

3. (Currently amended) The method of claim 1 wherein said second device authentication 
is performed by a central processingWit built into said memory device comprising the step of: 

implementing by a c e ntral proc e ssing unit built into said m e mory authentication b e twe e n 

said input d e vic e and said receiving devic e and auth e ntication to the digital data in said m e mory 
and decryption of said implement e d auth e ntication . 



4. (Currently amended) The method of claim 1 wherein said digital data is transferred as 
authenticated data if said first and second oevice authentications are successful and is transferred 
as ordinary data if said first and second dev\ce authentications are not successful comprising th e 
stop of: 
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only if auth e ntication betwe e n said input d e vic e and said memory and b e tw ee n said 

memory and said r e c e iving d e vice is succ e ssful, performing tho writing of digital data from said 
input d e vic e to said memory and the transf e r of digital data from said memory to said r e c e iving 
devic e ; and if th e auth e ntication is not successful, performing ordinary writing and transf e r of 
digital data . \ 

5. (Currently amenaed) The method of claim 1 wherei n said first device authentication is 
performed using a first encryption function and key and said second device authentication is 

erformed using a second\encrvption function and key- r- 

b e tw ee n said input povio e and said m e mory, said syst e m having a sp e cific mutual 

e ncryption function Hdo and an internal k e y Kdo us e d for authenticating both of th e m; said 
m e mory having a hash function Hcf and an int e rnal k e y Kef us e d for an e l e ctronic signature in 
said m e mory; and between said m e mory and said input d e vic e , said system having a sp e cific 
mutual e ncryption function Hpc and its k e y Kpc us e d for auth e nticating both of th e m . 

6. (Cancelled) \ 

7. (Cancelled) \ 

8. (Currently amended) Tha method of claim 1 wherein said device authentication from 
between said input device te -and s aid memory device is performed by using a public key system. 

9. (Cancelled) \ 

10. (New) The method of claim u wherein each of said device authentications involves 
having a first device ascertain that a second device possesses a secret value corresponding to a 
value held by the first device. \ 

1 1 . (New) The method of claim 10\wherein the first device is a recipient of digital data from 
the second device. \ 
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12. (New) The metftod of claim 1 wherein each of said device authentications involves the 
exchange of an authentication value generated independently of said digital data. 

13. (New) The methojd of claim 1, comprising the further steps, performed by the memory 
device, of: \ 

generating an electronic signature on the digital data when writing the digital data from 
the input device to the memory device; and 

authenticating the electronic signature on the digital data when transferring the digital 
data from the memory device to the receiving device. 

14. (New) A program storage device readable by a machine, tangibly embodying a program 
of instructions executable by the machine to perform the method steps of claim 1. 

1 5. (New) Apparatus for authenticating digital data in a system for writing digital data 
entered from an input device ta a memory device and transferring the digital data written in the 
memory device to a receiving device, said apparatus comprising: 

means for performing a first device authentication between the input device and the 
memory device when writing digital data from the input device to the memory device; and 

means for performing a second device authentication between the memory device and the 
receiving device when transferring the digital data from the memory device to the receiving 
device. 1 

16. (New) The apparatus of claim 15 wherein said means for performing said second device 
authentication comprises a central processing unit built into said memory device. 

1 7. (New) The apparatus of claim X 5 wherein said first device authentication is performed 
using a first encryption function and key and said second device authentication is performed 
using a second encryption function andikey. 

18. (New) The apparatus of claim 17lwherein said encryption functions and said first key are 
stored in a read-only memory of said memory device. 
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19. (New) Thd apparatus of claim 17 wherein said second key is encrypted and stored in 
NAND record space. 

20. (New) Thelapparatus of claim 15, further comprising: 

means associated with the memory device for generating an electronic signature on 
digital data when wmting the digital data from the input device to the memory device; and 

means associated with the memory device for authenticating the electronic signature on 
the digital data when! transferring the digital data from the memory device to the receiving 
'evice. 1 

21 . (New) A memory device for authenticating digital data in a system for writing digital 
data entered from an input device to the memory device and transferring the digital data written 
in the memory device to a receiving device, said memory device comprising: 

means for performing a first device authentication with the input device when writing 
digital data from the input device; and 

means for performing a second device authentication with the receiving device when 
transferring the digital data to the receiving device. 

22. (New) The memory device of claim 21, further comprising: 

means for generating an electronic signature on the digital data when writing the digital 
data from the input device to the memory device; and 

means for authenticating the electronic signature on the digital data when transferring the 
digital data from the memory device to the receiving device. 

23. (New) A method fon authenticating digital data in a system for writing digital data 
entered from an input device to a memory device and transferring the digital data written in the 
memory device to a receiving device, said method being performed by said memory device and 
comprising the steps of: 1 

generating an electromc signature on digital data when writing the digital data from the 
input device to the memory device; and 
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authenticating the electronic signature on the digital data when transferring the digital 
data from the memory device to the receiving device. 

24. (New) Thelmethod of claim 23 wherein said memory device generates said electronic 
signature using a hash function and an internal key. 

25. (New) A program storage device readable by a machine, tangibly embodying a program 
of instructions executable by the machine to perform the method steps of claim 23. 




26. (New) A memory device for authenticating digital data in a system for writing digital 
data entered from an input device to the memory device and transferring the digital data written 
in the memory device to a receiving device, said memory device comprising: 

means for generating an electronic signature on digital data when writing the digital data 
from the input device; 

means for storirijg the digital data and the electronic signature; and 
means for authenticating the electronic signature on the digital data when transferring the 
digital data to the receiving device. 



27. (New) The memory device of claim 26 wherein said means for generating said electronic 
signature comprises a central processing unit built into said memory device. 

28. (New) The memory device of claim 26 wherein said electronic signature is generated 
using a hash function and an internal key. 

29. (New) The memory device of claim 28 wherein said hash function and internal key are 
stored in a read-only memory of said memory device. 



30. (New) The memory device of claim 26 wherein said memory device is a flash memory 
and stores said electronic signature on said digital data in a redundant area not to be calculated 
by an ECC of each page in a memory area. 
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